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FPHRIHOK M1b: 3auéM MHe CKaHeDp

Prevention Recover

—> Alerting service . —>  Firewall O —>  "Disinfect" O
— Assessment @ —  Anti-Malware () —  Backup O
—> Policy —> IDS/IPS O » Restore O

O6HapyxeHue n ycTpaHeHue ysi3BUMOCTEN A0 Ha4yasa ataku
ropasgo 3¢pekTnBHee n 3KOHOMUYHEE, YeM pearnpoBaHue Ha
MHUMAEHTbl UB n yCcTpaHeHue ux nocieacTteui.
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Mopaynu:

- BHewHun nepumeTp
- PCI DSS

- WAS

KoHdurypaums
= SaaS

Moaynu:

- BHYTpeHHUU/BHelwWwHnn

nepuMmerTp

- WAS

KoHdurypauums

= CepBep
« MuHU popm-pakTop (box)
« BupTyanbHbIW cepBep

(VM-ware, Hyper-V)

PeweHunsi Outpost24 — nosiHbIN Ha60p MHCTPYMEHTOB
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e CkaHupoBaHue BHelwHero nepumetpa cetn / OUTSCAN
CkaHnpoBaHue BHYTpeHHero nepumetpa cetn / HIAB
CkaHupoBaHue PCI DSS

CkaHupoBaHune Beb-npunoxeHunn / WAS

TecTtT Ha NPOHUKHOBEHUE

BoisBneHmne ysa3BMMOCTEN CETU
CnucTteMHoe CHUXeHune pucKoB

ABTOMaTM3aLUUS YrpaBleHNs YA3BUMOCTSAMMU
[MONHBIA LMK KOHTPONS YSA3BUMOCTEN: OT MHBEHTApM3aLnm
aKTUBOB [10 KOHTPOJ1S1 YCTPAHEHUS YSA3BUMOCTEN
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M3HEHHbIN LKA YNpaBeH!
YA3BUMOCTAMM
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Yao6bHbIn nHTEepdenc

[MpocCTble B YCTAaHOBKE pellueHus

YnpasneHue ponsaMu rnosib3oBartenemn

NHBeHTapusaumnsa n Knaccudpumkaums akTmBoB

ABTOMaTM3aUNA = perynspHbi aHanm3 6e30nacHOCTU

[[Mbkmne HacTponkn npodunaen CKaHMpoBaHUS

Busyanusauuns ypoBHs 6e30nacHOCTH

OTyeTbl — roTOBblE pelleHus

Ticket system - cncrema KOHTPOAS BbINOJIHEHUSA 3a4au

Event management - cucrema onoseuweHnnm e-mail, sms, task
BbicoKast TOYHOCTb / MUH. NOXHbIX cpabaTbiBaHUI

Hanbonee nonHaga 6a3a aAaHHbiX ysa3smuMocten 45 000 (CVEs)
WHTerpauusa Syslog, SNMP, SMTP, LDAP
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Tu:ke(s

Vulnerability management made easy!

Vulnerability management made easy!
At

Password




@ Outpost?4

paBneHue ponamMm
b30oBaTeneu

£ Manage User Accounts
User Accounts H User Roles ]

[2)=)=)]

@New | (@ Delete
=3 Top Level Active | Hame « Parent Account Usernams Email #logons  Country
e ngﬁlmﬁr Bengtsson £ Hjalmar Bengtsson Top Level DEMOHB hb@example.com o Sweden
Kevin Larsson
EI Vera Nilsson £ Kevin Larzson Top Level DEMOKL ki@example.com o Sweden
2] Oskar LindStrim Hjalmar Bengtzson DEMOOL ol@example. com o Sweden
2] Vera Nilz=en Top Level DEMOWN vhi@example.com o Sweden
(2)[=)=](x]

| Account Roles Admin = PCl Ad PClAd... PClAc... PClDis... Manag... Comme... Scanning Po... Stopscans View Sca... MarkFals... Ri
Risk Analyst
Scanner
Vulnerability Program M....
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ccudpukaumna, MHBEHTaPMN:

- C & B hitps://admin.outpost24.com

& () () Doffin () allabolag.se () prezi () Ou pedia () Handelsbanke () Americar
# Manage Targets
Targets | Discover Targes |
O New | @) Dekete () New | (@ Delete | (@) Remate from group
33l targets ] IPAddress | HostName | Lotest ScanDate | Latest Scan St... | Virual Host Names « Geograpnic loc...
] ungrouped o 12.186.200.75 Never Not scanned
| Business function 7 192.168.203.1 Never Nt scanned
[ Seogeaphic Locatlons. 7 1924682032  dnexampecom 200001 400 Compieted
xm m : 1021682033 webexamplecom Z010-1001 1400 Competed
e gt s . 192468103 webexsmplecom 20080823 1428  Competed
B0 Nowtaret gvp 0 1924682002 doexarpiecom 20090421 1149 Competed
N g grup 0 19246820045  nvaskanplecom 2009021 1545 Compieted
]P0 Seope 3 192.168.202.1 20001021 1545 Completed
\O2I6BI0033  newscastexam.. 0001108 1400 Competed
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- HBeHTapusauus
« ABTOMATMU3auUUA OTUETOB

« ABTOMaTu3auusd
CKaHMpoBaHn4

« ABTOMaATuyeckoe
yBeaOMJIEHNE O HOBbIX
pUCKax

e KOHTpOJ'Ib BbINMOJIHEHUNA
3aa\4

- WHTerpauma c SIEM
cucrtemamu

] CNew target group
] ONew target roup
@ [ 0New target group
] ONew target roup
] ONew target grovg
0PI Senpe

Limit Concurrent Scans:
Schedule Timing
Scan Now:

Next Sean:

Scanning Frequency: Weekly
Run Scen Schedule Untl:

Max Scan Window (Hour): |12
Scan windaws:

Scan windaw delay (Days): |1

=

. — - —_ — / P —
salesforce.com - § QOutpost24 - Vulne: Doffin allabolag.se Prezi Outpost24 Desktop Wikipedia Handelshanken American Express Google Oversatt
14! Sean scheduling
Scan Schedules | Scan Policy | Scan Status | Scan History
New (5) Deete () Scan Now
Next Soan SeanPoiy | Fna Scan
Nomal € Never
Nomal 6, Never
Normal G Mever
] Nom €, Never
Al amerca Nomal 6, Never
Allatn amerca Nomd 6 Never
Maintaining Scan Scheduls
Target Group | Targets
L P 7 Name:
FE0A tag
BI0B Scan Paky: Normel
Mantainer: Jakon Mannsieer
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|50l
5 Dashhoard (2ll= x|
All targets - Risk Al Risk x|
A 20% of your targets have a High Risk e,
4 26% of your targets have a Medium Risk q High 20% Medium 26% Lowz3%
4 23% of your targets have a Low Risk a,
Other70% Other 73% — Other76% —
hiab: hiab
51 day average remediation of High Risk q 1::: — - o vy
67 day average remediation of Medium Risk q - RGO e %0 3
110 day average remeciiation of Low Risk e . Ml
21
o
20120601 20120701 20120801
Date
All targets - Top &% | Allargers-Top
Name Count
Microsoft Windows, 162K
Microsoft Windows ©, 1519 et o
RedHat Enterprise Linux € 138
Micrasoft Internet Explorer € a7 Mozilla Firefox, 416
RedHat Enterprise Linux, 133K Y o Sotas, 422
Sun Solaris €, 422 un Solaris, 422
~Microsoft Intemst Explorar, 447
Mozilla Firefox € 416
Port Court
445 € 3486
2 € 2585
53 Q@ s
443 € 17
3306 € 102 Pon22, 256K

(| Ly Export dashboard | () Add Top ports () Add Top applications () Add Top platforms () Add Remediation stais () Add Risk summary
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FotoBble peweHunsa/Mmbkune

- Cucrema punbTpauunm

-« MHOXeCTBO YpPOBHEN
BUPTYyamsaummn

- Delta, Current state,
Trend, Detailed

- YnobHble dpopmaTthl (PDF,
Excel, XML)
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Solutions.

Top 10 sohutons

Upddte -

Tpics 1

-SD01 267 3
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Sauson

Lpgrade tothe test version of Wicresoft Oudock Express.
Lpgrade tothe latest version of Wicrosodt Oudock.

Fier Peoting KXWP1ype 13, and ougeg KM type 14 packets
Disabie SHB aconurs, or force them o sek a roper passward

Crange the remote passward for the MSSGL aceourts wih omon passwerds

Disaing Auiorun respires Pegisry Keys AND paiches. Wk sure 0 chec b,
Folow Microsafts Fic it sobtion

Folow the steps described in Microsoft Security Advisory 3800883 (se soiuion UPL)
rify tha &l defaul passwords have been changed

‘Senthe regisy key H MSoftwarelhicrosaftWindows NTICurrent Versiord#niogoniCa

The venvor has acknawiedged his ssue and s cuently warking on a souion.
The venror s acknowiedged s issue and s cuently warking on a soion

Fier ralfc ahis por

Cortactyour vendar or 2 solon.

Cortact your vendor for 2 Solution.

‘The account sa” does not hiave a password set. Set  strong password for tis accoun.

‘The wendor has not acknowledged the edstence of this vunerbiity. Convact the vendor for f...

Pacetigee i se

‘The vendor fias not acknowledged e existence of ihis vunesabilty. Cantact the vendor for |
Morosaft hes no scksion yet. Pease consider resiricing loca acoess i stzd users orly
‘pply he e paches for Mcrosot Outook

Apoty the Etest patches for Microsah Ouiiook Express

Apoty the latest patches for Microsoft PowerPoint

Up:

ot ltest version of Micresatt PowerPort

Categary
Updae

Updae
Workaround
Workaround
Workaround
Workaround
Workaround
Workaround
Workaround
Workaround
Sodon i Progress
Sodon nFrogress
Fiter

Comact Vender

‘Comazs Vender

Configure Account
Mot acknowledged
Peconfire

ot acknawkedged
Workaround
Fach

Fach

Pach

Unpdais

Product

Merosoft Cutbok B 1

Wcrosoft Cutook
e
Mierosaft SWB

Mcrosoft SQL Server 1

Mcrosaft Windows
Microsoft Windows
Merosoft Windows
Dadase

Microsaft Windows
Microsaft rtemet Ex
Microsaft Ward
NETWORK.
Microsoft PowerPom
Merosoft Windows

Accours

Werosoft Windaws .. 1

Mcrosaft SUB.
Mcrosaft PowerPant
Mcrosaft Windows:

Microsoft Cutkok

Merosoft Cutbok B 1

Wcrosoft PowerPaim

hecrosoft PoweePaim

Togcs 1




Outpost?4

MCcTeMa KOHTpPONnsA

t system - cucreMa KOHTpO4 BbIMOJIHEHNA 3a4a4y
nt management - Cucrema onoseweHnn e-mail, sms, ta

i Edit
Mame: | Mew HIGH risk
— WWhee
Ewent [Hndlng: High Risk Found
— WWhat
Scan Type [AJI
Filter: [G‘lly new Findings
Scope [-Hy' Scans
Action: I:S'g.rslog
Syslog priority: [InFo
Fields: | Field
[#]  mMame _
[ Scriptid :
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ABTOMaTHn4yeckKue
HaCTPOMUKM!

> [MonHbIN NakeT
MHCTPYMEHTOB

> ABTOMaTM3auusd
> VIHTerpauwus

> KOHTpoOnb
BbIMO/THEHUS
3a4dauv

NMonHbIn Habop
UHCTPYMEHTOB!

[lpocTOTa B
MCMOJIb30BaHUMU

Bbicokoe
NoKpbITNE
YA3BUMOCTEM

[Mbkune
HaCTPOWUKMU

lNMpocToTa n
HarnsaHocTb!

» HarnagHocTb n
npocToTa
OTYETOB

» PeweHuna no
YyCTPaHEHUIo
YA3BMMOCTEN

> Cwucrtema
onoseLleHun /
OOHOBNEHUN




e ANCTpnbyTOop - «AHTUBUPYCHbLIN LEHTP>»

e ObyueHne, TexHn4yeckasd U MapKeTMHrosas noaaepxka

e [lokpbiTne kKak Enterprise, Tak 1 SMB

e [M6KOCTb UeHOOb6pa3oBaHua: - unlimited / pool of scans

e Bo3MoxxHOCTb nokynkn otaenbHoro moaynsa (OUTSCAN, HIAB,
WAS, PCI DSS)

e Bbibop koHpurypauumn: Cloud vs Appliance

e MobunbHOCTb pelleHnsa ansa npepgocrasneHus ycnyr: Cepsep,
BupTtyanbHbi cepsep, Appliance
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bnarogapto 3a BHUMaHUe!

dealers@antiviruspro.com
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